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1 PMOD Audit Trail Network License

1.1 Purpose

The PMOD ATL wersion provides an enterprise solution for the application of PMOD in controlled
environments with the following features:

= Client-server architecture to separate user administration and data storage from data processing.
= Central data storage in server databases to prevent access from outside of PMOD.

= Central user and data administration from within a privileged account.

= Central user authentication by using the enterprise-wide user administration.

= Access list control for databases to restrict access to authorized users.

= Data access exclusively through client-server communication.

= Central audit trail logging which is transparent to the user.

Note that within the ATL version some of the normal PMOD functionality gets blocked for unprivileged
users.

1.2 System Organization

The PMOD ATL version requires a dedicated client-server setup.

Server
At the heart of the setup is a computer system which acts as a protected server ("server"). It

= runs the PMOD license server,

= authenticates the users,

= maintains the user properties,

= hosts the databases containing the data,

= writes the audit trail information into a database.

To prevent unauthorized access and ensure data security, the server should be located in a
protected server room ("data center"), and only allow the administrator login.

Clients

The actual data analysis is performed on client machines which have a PMOD software installed.
Note that no local PMOD configuration is required.

A user starts PMOD on a client with a script which includes the server address information. Hereby,
a sign-on procedure is performed which checks the authorization of the user. If he is known to the
PMOD server he can log in and his dedicated configuration is retrieved from the server before he can
start working. Thereafter, he can load images from the databases for which he has been authorized.
He can process the images and save the results, but he cannot delete objects from the database
unless he is authorized. He may add text comments to database objects for clarification purposes.
All information logging the user's work is immediately sent to the server and recorded in the audit
trail. The user is allowed to change the applications setting in his profiles, which is updated centrally.

The administrator can open the PMOD configuration while working on a client, using the central
administration password. Thereafter, he can adjust the system configuration as well as the user
configurations and save the changes to the senver.

Client-Server Communication

PMOD Audit Trail Network License (PATL) (C)1996-2022 pmod
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1.3

1.4

1.5

The client-server communication employs PMOD's proprietary transaction server communication
protocol using configurable IP ports. The communication can optionally be encrypted and/or
compressed. Encryption is recommended for communication across public infrastructure. As it
slows communication down, is may not be necessary for communication within an institution.
Compression on the other hand can speed up data transmission across slow network connections.

User Authentication

Authentication ensures that only authorized persons can access data, and that data transformations
can unequivocally be attributed to an individual. PMOD distinguishes between a privileged
administrator ("PMOD administrator") who installs the software and configures the environment, and
the data analysts ("PMOD users") who perform the actual data analysis.

Administrator

The administrator must authorize himself each time he accesses the PMOD configuration. An initial
password is provided upon shipment of the program. It can be changed by the administrator and is
stored in an encrypted form in the /properties/global.start file.

After entering the PMOD configuration, the administrator can define PMOD users. For each user he
specifies a name, an initial password, his working environment, and adds the user to the access list
of the database(s) he is entitled to use. Each PMOD user can also (optionally) be mapped to a user
of the underlying operating system ("OS user").

PMOD Users

When a PMOD client is started, PMOD first compares the name of the user logged into the
operating system with the list of configured PMOD users. If a PMOD user is found with a matching
OS user, login proceeds automatically without requesting a password. In this case authentication is
based on the assumption of a correct sign-on to the operating system. Such a configuration is
recommended in homogeneous environments like Active Directory.

Otherwise, the user has to select his PMOD user name from the list of all configured PMOD users,
and log in with his password. The password is initially set by the administrator, but can be changed
by the user. The password, is encrypted and saved in /properties/global.start.

Data Protection

PMOD provides mechanisms for data protection, which must be combined with the recommended
administrative measures as described abowe[ 5. If these requirements are fulfilled, data can only be
accessed by authorized PMOD users using PMOD's transaction server communication. Regular
PMOD users can only read and add data, while delete operations require dedicated privileges.

Audit Trail

The purpose of the audit trail is to ensure that all data transformations are exactly documented. In
PMOD, the audit trail can be recorded in files or in a database. With file-based recording, the system
maintains a separate audit trail text file for each PMOD user, which resides on the server machine
so as to prevent unauthorized access. Additionally, there is an audit trail text file for system actions.
With database recording of the audit trails, all information resides in a single database which
supports flexible filtering and data export. We strongly recommend using a database for the audit
trail. File based audit trails should only be used in small test environments.

References:

PMOD Audit Trail Network License (PATL) (C)1996-2022 pmod
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FDA Publication: Part 11, Electronic Records; Electronic Signatures — Scope and Application. Aug.
2003. http://www.cfsan.fda.gov/~dms/guidance.html.
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Installation

The PMOD ATL version installation includes the following tasks:
= Preparation of a secured server system and a central user authentication environment.
= Installation of the PMOD software on the server.

= Configuration of the senrer installation: creation of databases, starting of the database server
processes, addition of users and definition of their access rights to the databases.

= Setup of the client part of the PMOD software on all clients, or to a common share which is
accessible to all clients. Note that the clients require no local configuration.

The installation steps should be performed in the exact order as described below.

2.1 System Setup
. ___________________________________________________________________________________________________________________________________________|
2.1.1 User Administration System
It is strongly recommended to employ the operating system to ensure authentication for the PMOD
ATL users.
In a Windows environment, the Active Directory (AD) can be employed for central user
administration. It supports many features for a strict user authentication policy, for instance:
= Request for a password change after first login.
= Request for a password change after 90 days.
= Locking out of a user after 5 failed login attempts.
To employ the AD for a secure PMOD ATL installation, the following setup is proposed:
= All machines running PMOD should belong to the AD.
= There should be a global group "PMOD Group" for the PMOD users.
=  The PMOD Group should only contain PMOD users.
= The AD password requirements should reflect the company security policy.
= Al PMOD users should be configured as "OS users".
2.1.2 ATL Server System
The PMOD ATL server handles the licenses, the databases and the audit trails. Therefore, the
PMOD server installation should reside on a secured server which is not directly accessible by the
clients or users. In this way, access to the data is only possible through the PMOD transaction
server facility.
2.1.3 ATLClient Systems
A single instance of the PMOD software should be installed on a network share with read/execute
permission for the PMOD Group from all clients. In this way, all users can start PMOD using one
single PMOD installation. Note that no configuration of this PMOD installation is required, since all
configurations are maintained by the server installation.
2.2 PMOD ATL Server Installation and Configuration
Please follow the steps described below in the proposed order to set up the system.
PMOD Audit Trail Network License (PATL) (C)1996-2022
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2.2.1

2.2.2

2.2.3

PMOD Software Installation

Perform a standard PMOD installation on the server machine (separate operating system dependent
installation document) and copy the license file pstarter.Ics into the Pmod4.4/system/Ics sub-
directory.

Overview Tables

In the following steps, a server and user structure will be configured which can become quite
complex. It is recommended to set up a table to keep an oveniew of the definitions as you proceed.

The tables below represent the structure which is established in the example configuration of this
documentation:

Transaction Servers

Audit Trail Log &|Import Database |Study Database 1 |Study Database 2
License Senver
DB Name Audit Import Study1 Study2
Port 5201 5202 5203 5204
IP Address 127.0.0.1 127.0.0.1 127.0.0.1 127.0.0.1
Encryption No No No No
Users ATL_Manager (d) [ATL_Manager (d) |ATL_Manager (d)
(d = delete) ATL1 ATLA1
ATL2
DICOM Server
Definition Value
Application Entity Title Pmod
Port 5030
IP Address 127.0.0.1
Encryption No
User on USERS tab *) ATL_Manager
Import Database Import

*) a user is required to define the saving behavior of the DICOM senrver.

Empty owveniew tables are available in the Appendix |1 and can be used during the installation of
PMOD ATL software.

Starting PMOD for System Configuration

After the installation, start PMOD using the RunPmod script in the Pmod4.4/Start directory. As per
default there is a single PMOD user "user 1" configured, automatic sign-on proceeds and prompts for
a password. Please Cancel this window ENTER User [user 1 ] Password:

PMOD Audit Trail Network License (PATL) (C)1996-2022
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The system prompts for the initial administrator password which can be found in the delivery notes.

After entering the correct password, the configuration window appears.
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2.2.4 System Configuration

Select the DATABASE tab. From the initial PMOD installation there will be configured an empty
database PMOD, an example data sources Demo and a database serer DbSvr. To see the list

select the down arrow as indicated in the illustration below.
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It is recommended to remove the Demo and the DbSvr data source. To this end select the Demo
data source and then activate Remove data source. Repeat the procedure for the DbSvr data
source. Now you are ready to proceed with the configuration.

2.2.4.1 Audit Trail Configuration

The log entries which constitute the audit trail can be saved as files or in a dedicated database.
Howewer, the use of an audit trail database is strongly recommended because it offers highly flexible

PMOD Audit Trail Network License (PATL) (C)1996-2022 pmod
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filtering mechanisms for generating audit trail reports. Some users create a new audit trail database

for each calendar year as a means to limit the database size.

2.2.4.1.1 Audit Trail Database Creation

Select the DATABASE tab.
— . _

L PMOD CONFIGURATION

lEnunvg-a’ 4«4 0| 7

(3 USERS |DCh DICOm 1B onstat |=3 AL

I save settings

(=33

[ pusit ¥ 4 b | T Eotdalzsource name ¥ Add pew data source ¥ X Remove dala sowrce

[ ] CDinactie

[ B> | ® Use Direct Conneciion

DB Access List

Datshasa Connecton | jdbcderby i ¥ Database Name = T @it Create Database
* Database Path CMTLPmMod4 4idataDATABASES “r -
Fila Storage Arga | CATLPmods 4idataDATASASES s datal i & 3 gl Updale & Optimize
&
el
F CFD Pracesst pain i = A TestDB
i () =00 Backup Propedies B S=eS0LBackup o Restors S0 Backup
i
I@I (@8] O Use Transacson Senver (TS)
) Poet | 52 1] i i P
_L'S & . ]
k)
s Al o Mo . serun W :
[ Use prvate FLOAT DACOM representatian for images A Fioat oojects may be not acoessenie in some applications

] Use DICOM Study UID b malch new images with sxdsting Patients 4% May resullin repeated patiend reconts

wsert w 4 » il Database Admimistration (3 Jlldin Database Reports

Perform the following steps for creating the audit trail database.

@] Aavregate Comgonents  E3 Create Norm

1. Activate Add new data source to create the data source for the audit log. In the message
window enter the name of the audit trail database, in the example Audit. A new empty database
definition is shown as illustrated below. Per default it assumes a JDBC connection, an
embedded Java database using the driver jdbc:derby, and a location of the data in the

installation directory.
[ B=1 ® Use Direct Connecfion

/| Audit

Database Connection jdbcderby; il + Database Namea =
¥ Database Path iC:ra.‘I‘UPmocd 4/datalDATABASES 1 &
File Storage Area i C/ATLPmod4 4idataDATABASES/Auditdatal 1ir &
CFD Processor path | 1ir &

# @y Create Database

3 @) Update & Optimize

FEgAl TestDB

Please refer to the PMOD Base Functionality Guide for the details about databases.

2. Atfter the proper database configuration has been entered, activate Create Database to initiate
the actual creation of the audit trail database. The successful creation is confirmed in a message

window.

PMOD Audit Trail Network License (PATL) (C)1996-2022
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2.2.4.1.2 Transaction Server for Audit Trail and Licensing

2.2.4.2

The audit trail database should be managed by a transaction server process which also acts as a
license server. It should not be used to sawe actual data.

Perform the following steps to define the transaction server and create a script for starting the server
as a process.

1.

Switch the radio button from Use Direct Connection to Use Transaction Server.

[28] @ Use Transaction Server (TS)

Pot[s201 || %m|127 o [fo 1 | 4SetlocalHost ~ EEgHPd ECHOTS
[ secure #3 ||localhost @ Stop
(®) Standalone operation ~ []Verbose mode [] Savelog [~]License server u Save Standalone Script

Configure the properties of the transaction server. The Secure box is for enabling secure
communication. This mode should be used if the communication is not confined within the
institution. Otherwise it will slow down the communication speed unnecessarily.

An important property is the IP Port for the communication. It must be a unique number not
used by any other transaction server or other process. The default port is 5201.

Another important property is the IP address. It must contain the address of the host in which
the servers are running, so typically the system on which the configuration is performed. For this
system the IP address can be obtained by activating the Set Local Host button. Note that
entering "localhost” in the HOST area will NOT work!

Check the box License Server so that the transaction server also manages the licenses.
Activate the Save Standalone Script button. A dialog window appears which shows the
contents of the created script. The script is dependent on the operating system. The example
below shows the result for a Windows system.

Confirmation X

Do you want to save Transaction Server Starting Script to [~/Start_ATL] folder 7

od CATLIPmodd 41
Vavaijrewbinyava -XmudG -jar pmisvr jar 5201 JAVA_DB org.apache_derty jdbc EmbaddedDriver jdbc:derby. CUATLPmod4 4/datalDATABASE Staudit CIATUPmods 4idataDATABASES/
Auditidatal

Name | RunDbSw_aAudit_5201

v Yes X No

Select Yes to sawe the starting script with the specified Name in the subdirectory Start ATL of
the PMOD installation directory.

Note: Do NOT switch the radio button back to Use JDBC Connection. The transaction server should
run at all times so command window should remain open.

Study Database Configuration

The PMOD server can host several study databases which can be used in parallel. Initially, a
database is created by the administrator in an interactive PMOD session of the server installation.
From then on, all accesses to the database are seniced by a transaction server process which
needs to be started from a dedicated script.

2.2.4.2.1 Study Database Creation

In Users Configuration window go to DATABASE tab and perform the following steps for creating
the databases which are used for saving the study data. They are the same steps as for the audit
trail database.

PMOD Audit Trail Network License (PATL) (C)1996-2022
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Activate Add new data source. In the message window enter the name of the database, in the
example Import as this database will be used for data import. A new empty database definition
is shown as illustrated below. Per default it assumes a JDBC connection, an embedded Java
database using the driver jdbc:derby, and a location of the database information relative to the
installation directory.
{ B | ® Use Direct Connection

Database Connection jdbcderby. /i = Database Name = !/ |Import % G Create Database
¥ Database Path _C:J’ATL.I'F'mod4.—i;'data.‘DAT.-‘-.EIASES 1 » = i
File Storage Area | C/ATL/Pmod4 4/data/DATABASES/Importidatal 4 G 2 @E Update & Opimize
CFD Processor path . 1 » |-cp-|] TestDB

Please refer to the PMOD Base Functionality Guide for the details about databases.

The File Storage Area path defines where the actual data are saved. It is recommended to
point this path to a fast, protected share which can not be reached by any user directly, and
which is covered by a regular backup strategy.

After the proper database configuration has been done, activate Create Database to create the
empty tables of database Import. The successful creation is confirmed.

In our example the steps 1 to 3 are repeated for creating the Import database as well as the two
study databases Study1 and Study2.

2.2.4.2.2 Transaction Servers for Study Databases

Each of the study databases must be managed by a transaction server process. Please perform the
following steps to define the transaction server and create a starting script for each database (in the
example: Import, Study1, Study2).

1.

Select the Import database in the data sources list.

2. Switch the radio button from Use JDBC connection to Use Transaction Server.
[E@8] @ Use Transaction Server (TS)
Port[s202 ||| 127 |0 o |[1 | 4setlocalHost oAl ECHOTS
[] secure @ [1oc | © Stop
(®) Standalone operation ~ [] Verbose mode [ ] Savelog [ License server B save standalone Script

3. Configure the properties of the transaction server. The Secure box is for enabling secure
communication. This mode should be used, if the communication is not confined within the
institution. Otherwise it will slow down the communication speed unnecessarily.

4. An important property is the IP Port for the communication. It must be a unique number not
used by any other transaction server or other process. As the default port of 5201 is already
used by the transaction server for the audit trail, use the next free port 5202 for the Import
senver.

5. Another important property is the IP address. It contain the address of the server system which
can be obtained by activating the Set Local Host button. Note that entering "localhost" in the
HOST area will NOT work!

6. Activate Save Standalone Script. A dialog window appears which shows the contents of the
created script. The script is dependent on the operating system. The example below is for a

PMOD Audit Trail Network License (PATL) (C)1996-2022
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Windows system.

Confirmation x

Do you want to save Transaction Server Starting Script to [-/Start_ATL] folder ?

cd CMTLIPmodd 41
Yavaljrewbinyava -Xmx4G -jar pmiswr jar 3202 JAVA_DB org.apache_derty jdbc EmbeddedDriver jdbc:derby CUATLPmod4 4/dataDATABASE SAimpon CATLPmod4. 4/dataDATABASES
fimportidatal -nol&

Name | RunDbSw_impart_5202

| v Yes | X HNo |

7. Select Yes to save the starting script with the specified Name in the subdirectory Start ATL of
the PMOD installation directory.

Repeat steps 1 to 7 for the Study1 and the Study2 databases using port 5203 for Study1 and port
5204 for Study2.

Note: Do NOT switch the radio button back to Use JDBC Connection.

2.2.4.2.3 Database Cleanup

From the initial PMOD installation there will be an example data sources configured, Pmod. To see
the list of data sources select the arrow indicated in the illustration below.

-

S wenv @ - @B « v 7 [ saveSemings " W=

(B users |ocn Dicow |t DATABASE | I on st (=8 ATL

iR

L [ Pmod \ 4 B| T Editosasowcanams ¥ Add new data source ¥ X Removadatasourcs DB Access Lst
. [ M1 [ inactive B Pmog
[B=] @ Use Direct Connecion B o
Database Connection | jobedarest = |38 Import b= ¢ |Pmod “E Create Database
w  Dalshiass Pl | CIATLBmodd didata) B8 30611 b 6
Fibe Storage Area | CIATLPmods 4idat 8 a2 tal 1 & # i Update & Oplimize
CFD Processor path 1y = e TestD8

(¥ 0L Backup Progerties. B sses0lBacup o Restors 50U Backup

(@8] O Use Transacon Server (TS5}

HER NN

Port L] 1 i
[ ]
k) ]
[ Use private FLOAT DICOM reprasentalion for Images A Froatobjects may be not accessible in some applicalions

[ Use DICOM Shady LID to match new images with existing Patients /&, May result in images assigned fo mffareet patients

Usert w |4 # . Database Administration (3 JhgHr Database Reponts  ({EHR) E2c

x B Re 9 B

It is recommended to clean up and remove the example data sources. To this end select the Pmod
data source and then activate Remove data source. At the end only the relevant data sources
should be listed, each with a 58 symbol to indicate that the database is served by a transaction

senver.
|6 Audit v ¥ | T Edit data sourcs name  Add new data source * X Remove datasource DB Access List
[ W] [(Dinactive 49 Aot
[ B 1 O Use Direct Connection &R Import
89 swan P
& Database
88 stz
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2.2.4.3 User Configuration

PMOD distinguishes between a privileged PMOD administrator who installs the software and
configures the environment, and the PMOD users who perform the actual data analysis. The
administrator has no user account. He can only open the configuration tool for administrative
purposes, but not start any processing tool.

The PMOD users configuration can be performed on the USERS tab.

| (B users | % Dicom | gy DATABASE | @ FTPNodes | [7) OnStart | =@ ATL |

@ ATLY i '/# Add newuser ¥ X Remove user t iv| Can view Auditlog | | Can delete/merge Database records

|v| Login enabled 1 | Use OB user name to login ATL1 E-mail

The e-mail specification is mandatory for the Project Tracker. It allows sending information about the
assigned tasks to the specified user. The Project tracker documentation is under preparation..

2.2.4.3.1 User Creation

User with Data Manager Role

It is recommended to set up one or two PMOD users (with or without OS login) who have rights to all
the databases, including deleting permission. In our example we create a local user called
ATL_Manager.

I I PMOD CONAGURATION o x

|= v @ - 3 « » 7 [ savesenings = w

_ 'J."I picom | DaTasase | B onstan (=8 amL

@ ATL_Manager = 4 b % Addnewuser v > Removeuser == SetPassword £ Caniew Auditiog [ Can deleteimerge Database records

7 Lagin enanled [+ | [Ju=e 08 user name b login 4 i E-mall

Please perform as follows:

1. Select the Add new user button to create a new user entry.

2. Edit the name under which the user will be known to PMOD, ATL_Manager.
3. Leave the Use OS user name to login unchecked.
4

Define the initial password of the user with the Set Password button. The password is encrypted
and saved in /properties/global. start

PMOD Users without OS login

The recommended way for setting up PMOD users is to define users which are authenticated by a
password maintained within PMOD. In this case the user definition is done as follows:

1. Select the Add new user button to create a new user entry.
2. Edit the name under which the user will be known to PMOD, eg to ATL2.

3. Leawve the Use OS user name to login unchecked. This user will have to be authenticated by a
password in PMOD.

4. Set the initial password of the user with the Set Password button. As with the administrator
password, it is encrypted and saved in /properties/global.start

PMOD Users with OS Login

As an alternative it is possible setting up PMOD users identification based on the the operating
system user name login. In this case the user definition is done as follows:

1. For the first user it is recommended to keep the default user 1 entry. For the other users please
activate the Add new user button to create a new user entry.
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Edit the name under which the user will be known to PMOD, eg to ATL1. This name will be used
in the Audit Log.

To make this a PMOD user who is identified through his OS login, check the Use OS user
name to login.

Enter into the text field to the right the exact name as used by the operating system, in the
example ATL_User1. Note that the PMOD user name and the OS name are completely
independent, but it is recommended to maintain a reasonable agreement between them. As a
hint, the OS name of the user who started PMOD is shown in the terminal window.

User with Extended Permission

Per default, PMOD users have very restricted rights. Howewver, deleting may be required sometimes
in a controlled manner. Therefore it is possible to assign to dedicated users extended permissions,
but still not with full administrator permissions. The following options are available:

Can delete/merge Database records: With this box checked, the user can delete/merge from
the databases to which he is entitled.

Can view Audit log: With this box checked, the user can inspect the current audit log from the
PMOD ToolBox. Users which have access to the Audit log can access also the Project Tracker
(PT) on the Pmod Toolbox.

DICOM Server Configuration

Currently, there are four methods to import DICOM image data into a study database.

1.

The PMOD user loads images from disk or CD files and saves them to a study database. This
has the advantage, that the user will be listed as data creator in the database. Howewer, be
aware that the images in the database will not be the original image data, but objects created by
PMOD.

The original images are sent to a PMOD DICOM senver, which saves the images to a dedicated
database. This has the advantage, that the original image data are saved without any
modification. However, the DICOM server will be listed as the data creator, so there is no
identification possible who introduced the data.

Images are dropped into a dedicated directory which is regularly scanned and the data imported
into a database. This is a variant of the DICOM server solution and has the same advantages and
disadvantages.

The data are brought into a database by replication from another database. In this case the user
who initiates the replication will be listed as the data creator.

Data Import Recommendation

The following organization is recommended:

1.

The dedicated Import database is used as an intermediate data pool from which the data are
further distributed to the actual study databases.

A PMOD DICOM senrver process is established which is able to receive image data per DICOM
network protocol and saves all received images as original data to the Import database.
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3. The dedicated PMOD user ATL_Manager is given access rights to the Import database and all
study databases. This user is in charge of moving the received image data to the appropriate
study databases, ending up with the original images.

The sections below describe the configuration of the DICOM Client and of the DICOM senrer to
implement this organization.

2.2.4.4.1 DICOM Client Configuration

To import data into the ATL system, DICOM clients need to be configured which can send the
original study data to the PMOD DICOM Server. In such a client, the PMOD DICOM Server has to be
appropriately configured.

The configuration should also be done in the ATL Server configuration as illustrated below. In the
NODEs panel of the DICOM panel, enter the AE Title, the Port number, and the server IP address
exactly as in the DICOM Senrver conﬁguration|1_s'1. This configuration will allow the easy import of
DICOM data data by all PMOD clients as discussed below.

rm. PMOD COMNFIGURATION ) = .

= men v Wi - ;; 4 ¢ 7 @ save Settings 5] +H

__ag (3B USERS |OCH DICOM | @ity DATARASE || on Stat [®g aTL

© NODEs [C-STORE Q] | DICOM SERVER | SPECIAL CASEs | ADVANCED

= PMOD w | 4 b | T Edilnedename ¥ Duplicate node  »

AE Tl | PMOD Iufegios)
o Jo 0 ] eswiscaest  omboq cecro
L cure (TLS)

é Default Semings: & General ¥ E epn @ impon

2.2.4.4.2 DICOM Server Definition

To configure the DICOM server please select the DICOM panel of the configuration window and
select the DICOM SERVER tab.
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’_E. PMOD COMFIGURATION

o
b4

S wmnv i - F 4 ¢ 7 |H saveSettngs m w

=%

St | @B users||DCH DICOM | @t DATABASE | On Stat =58 ATL

DICOM SERVER | SPECIAL CASEs | ADVANCED

® NODEs [C-STORE, Q]

@ PMOD w4 B| T Edisercername % Duplicate sorver = @ MAIN (intermal servar

Port | 4030 AE Time | PMOD ] Secure (TLS)
i:v:'__ [ Acceptincoming conmections from any A€ [] Do nof send Implementation version name [ Endorce default iransfer symias for a8 incoming conneclions
[ Scan Incoming Fedder | CaTLPmod4 4idataidc = g o
=
= ® DICOM fles 5hould be stored 1o th ing Foider without DICOMDIR
— ® They a2 handled according to the ion by” configurasan
. ® The Tncorning Fodder must not point 10 the Finsl Starage Ares”
# import of non-DICOM Shes can be enabled wilh device configuration file “pmod_desice_lranstormalion devTransfoem”
| Hcomersiontc [l Database * 4 » | E§ Awmdit o 2L
Y]
& Dl ate temporary DICOM files
! K I Temparary Storage Area | CUATLUPmedd. ddataimcomtmp =
i 6
|
v ap»
7 avelog  Database access by User  User! L Y B 5ave Standalons Soript
= |
by

The DICOM senver of a particular system is defined by two entities, the:

= Port number on which the sener is listening,
= Application Entity Title (AET) which has been given to the server.

Note:

On Linux systems there exist reserved ports which require special permission to allocate. If such a
port is defined as the PMOD DICOM server port, the server cannot be started from a user account
and issues a message Permission denied. Starting as root will normally succeed, but this has the
disadvantage that the saved files will all belong to the root. To prevent this situation a higher port
number (typically >4000) should be used on Linux, rather than the default DICOM port 104.

Please note that in PMOD ATL example we are using port number 5030 not default 4030.

Besides the basic server information there is an additional check relevant for the DICOM server
operation: Accept incoming connections from any AE. If it is checked, any association request
will be accepted, so images will be received from any system, otherwise only from known systems.
Note that as long as the sending node is not configured, it will not be able to retrieve images from the
PMOD DICOM senver.

DICOM Server Saving Definition

There is still one configuration missing for the DICOM server, namely what he has to do with the
received data. This can be done as follows in the same panel as above. Make sure that for Database
access by user ATL_Manager user is selected from the list. Then select on the DICOM tab the
DICOM SERVER panel as illustrated below.

Make sure that the Conversion to box is checked, the format is set to Database, and the Import
database is selected. With this configuration the original DICOM data will be added to the Import
database.
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’_m_ PMOD CONFIGURATION - = *

‘= = W - 4 p 7 [ save setungs - i
B+ [ users m DATABASE | I8 On Stant [==@ ATL

® NODEs [C-STORE, QR [| DICOM SERVER | SPECIAL CASEs | ADVANCED

Vo @ PMOD w 4 b| T Edisenername ¥ Duplicate sorver ¥ (S @ WA (Intomal server)
i
Port AE Tise | PUOD [l Secure (TLS)
| -
J_,‘ [ Acceptincoming connections from any A€ [] Do nof send Implementation version name [ Endorce default iransfer symias for a8 incoming conneclions
[]Scan Incoming Feider | CATLPmod4 4tstadcomincoming e seconds.
=
== ® DICOM fles 5housd be stored 10 the Tncoming Folder without DECOMDIR
— ® They e handled according o he “Comerzion b° configurasan
& . ® The Tncorning Fobder must not point 10 the Fin sl Starage Alea”
é}l y @ imgort of ron-DICOM Sies can be enabled with device conliguration file “pmod_deice_iransdormation devTransform™
@'J A comversiontsc [l Database * 4 » |G import * 4P

=] Dalate temparary DICOM files

ol
!k[' Temporary Storage Area | CUATLFmedd. dostaidcomimp =

pliz

.'] Mo PROCE PIPE & lscles A W X ®

= /

) ] dnswer Cueryfrom Datatase v |38 impart 4P

? \

?1_‘1 @ Standalone oparation: []Verbosemoda [JSavelog  Database access bylser ATL_Managar * 4 » B 5ave Standalans Soript
25 . O .
. \

b 4

The Answer Query from box can be deactivated to disallow remote querying. In the example above
querying will be allowed to the Import database.

Script for DICOM Server

The Save Standalone Script button serves for generating a starting script for the DICOM server
with the defined configuration and definition. It shows a dialog window where all the above settings
and definitions are summarized. The script content is shown, and can be sawed in the Start ATL
folder within the Pmod4. 1 directory by the Yes button under a given Name.

Confirmation X
Do you wanl to save a Standalone DICOM Server script to [~/Start_ATL]?
cd CMTLIPmod4. 44

\avaljre\binijava -Xmx2G -jar pdcmsyr jar -port{5020] -ae{PMOD] -std AmpsalCIATLIPmMoa4.4/data/dicomAmp/) -deltmp -comv{database@impon] -ansQuery[Database@Import] -usem
ame[ATL_Manager]

Name | RunDemSvr_S030_PMOD

+ Yas X No

The -std flag indicates the standard communication port, while -tls would be used for specifying the
secure port.

2.2.4.4.3 Advanced DICOM Server Options

Support for Secure DICOM

Standard DICOM communication is not secure, and therefore is not recommended over public
networks. To owvercome this problem, a DICOM supplement has been finalized which allows
implementing secure connections. PMOD supports one of the proposed variants called BASIC TLS
SECURE TRANSPORT CONNECTION PROFILE. Of the three optional features (entity
authentication, encryption, integrity check) encryption is implemented in the current release. As a
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consequence, the data transferred can only be interpreted by the target DICOM server with which the
communication has been established.

The PMOD server may be configured to accept secure and insecure connections at the same time
on two different ports. One port is designated for standard TCP/IP connection and the other for
secure TLS connections. To enable secure DICOM, enable the Secure (TLS) checkbox, define a
port number, and the AET.

DICOM Import from Directory

Normally the DICOM server is receiving data over the network from DICOM clients. However, it is
also possible to have the DICOM server scan a directory and treat found DICOM series in the same
way as if they had arrived by the network. This functionality can be configured by the Scan
Incoming Folder box. If it is checked, the directory to be scanned can be entered as well as a
scanning interval every ... seconds. This import feature can be used to add DICOM images to a
PMOD database. Note that after processing the images by the DICOM server they are removed from
the incoming folder.

2.2.4.4.4 Client Script Generation

The clients will use a script to start PMOD wherein the license server must pe properly specified.
The client script can be generated with the Save Client Starting Script button on the ATL tab. It
opens a dialog window as illustrated below.

Confirmation X

Do you want to save Client Starting Script to [~/Start_CLT] folder ?
Memory and License Senver conflguration.

ga|127 o o |[@ | 4SetLocalHost
Memaory 166G Port | 5201 Address — = : = [] secure

86 i)

Commands’ o0

cd C:UTLIPLE4G
\javaljreibinyjava -version
yavalrelbinyjava -Xmx16G -jar pmod.jar -LSC[5201@127.0.0.1)

Name | RunPmodClient

v Yes X Mo

The transaction server Port and Address should already correspond to the ones configured for the
Audit trail license server. In addition, the amount of RAM to be used by the client is available for
configuration under the Memory selection. Note that the allocated memory cannot be bigger than
the physical RAM available on the client system.

It is however recommended to make sure the correct properties of the license server are configured:

1. Address: It must contain the address of the server system, which can be obtained by activating
the Set Local Host button. Note that entering "localhost" in the HOST area will NOT work!

2. Port: It must contain the port number of the transaction server which was configured as the
license server[ 13", in the example 5201.

3. Transfer syntax: The Secure box must be configured exactly as for the license senrver.
4. Memory configuration: must be lower than the physical RAM available on the client system.

5. Select Yes to save the starting script with the specified Name in the subdirectory Start CLT of
the PMOD installation directory.

A confirmation message is shown which reminds the user that some information in the script may be
edited once the client system is configured.
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2.2.4.5 Administrator Password Change

The administrator password should be changed. This can be done on the ATL tab using the Change
Pmod's Admin Password button. Upon exit the new password is stored in an encrypted form in
the /properties/global. start file.

If there is a need to reset the administrator password to the initial one, please remowe the line
starting with ADMIN_PSWD in global.start.

2.2.5 Starting of the Servers

At this point of the configuration the transaction servers and the DICOM sener can be started.
Please close the PMOD Users configuration window with Ok, and stop PMOD by selecting Quit
from the ToolBox.

Start the transaction servers using the scripts which can be found in the Pmod4.3/Start ATL sub-
directory. This can be done by double-clicking the script files, or by opening a command window per
server and entering the complete name of the script.

1. RunDbSvr_Audit_5201: Starts the transaction server for the Audit database and license server
functionality.

2. RunDbSvr_Import_5202: Starts the transaction server for the Import database to which the
DICOM server will save.

3. RunDbSvr_Study1_5203, RunDbSvr_Study2_5204, etc: Start the transaction servers for the
databases configured for studies 1 and 2.
Similarly, start the transaction server for all other study databases.

Note: Per default the output of the transaction serers is shown in the respective terminal windows.
To redirect the output to a file please add the -0 argument to the end of the command in the starting
script.

Then start the DICOM server double-clicking the script RunDemSvr_5030_PMOD which was saved
in the Start_ATL directory.

Important Note: After the initial server configuration and starting of the transaction and dicom
seners the RunPmodClient.bat script should be used both for normal work and administrative tasks.
Please remember that before using the server script RunPmod.bat in the Start directory all clients
should be switched off (single user environment). All transaction and dicom servers should be

restarted after any administrative changes on senver.

2.2.6 Database Access Rights

To define database access for the users, please start the PMOD using the RunPmodClient.bat in
the Pmod4.1/Start_CTL sub-directory, and enter the Config menu with the administrator password.

Enabling Database Access for a User

The administrator has to explicitly configure all databases to which a PMOD user has access. This
is done on the USERS panel:

1. Select the user, in our example the ATL_Manager.

2. Select the DATABASES tab in the SETTINGS panel.
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3. Activate the Add new button to see the list of currently configured databases:
Uaerl - W=

s b7 [l Seve Settings G ' F
() USERS |ocn n%mTwsr B onsen (=3 ATl

@ ATL_Manager = 4 » ¥ Addnewuser + > Removeuser =F SelPassword 7] Canview Auditiog 7 Can deleleimenge Dalabase records

¥ Login snasied Lise OF user name to login E-mal

b, User sefings are saved when swiiching e user
BETTINGS | F3MO0 Models | PHIN Models | READ | WRITE Formats | LOADING TOOLS | COLOR TABLES | MODULES

REPORT | DATABASES | FTF Modes | APFEARANCE | STATISTICS | FRESETE

Filler componsets  Last Year Lise frst page Database loacer
L Select: *
Andit Jhudit . £27.0.0.1 (Transaclion Serverlf

L] X Cancel Select Al

Select the relevant study databases and close with Ok.

4. As a result, the databases to which the user has access are shown in the list with the
ENABLED mark.

T PMOD CONFIGURATION

Userl s B =

(B USERS |incr1 DICOM | g DATABASE | | On Start ||°"ﬁa ATL

| @ ATL_Manager » 4 b | 3 Addnewuser w > Remove user =
[¥] Login enabled [+] | [[] Use OS user name to login
&\ User settings are saved when switching the user

| SETTINGS ]| PXMOD Models | PKIN Models || READ / WRITE Formats || LOADING T

|' REPORT |[ DATABASES || FTP Nodes | APPEARANCE || STATISTICS || PRESETS

ENABLE Database(s DISABLE Database(s) [] Filter components:

Import Import - 127.0.0.1 (Transaction Server)] ENABLED
Study1 [Study1 : 127.0.0.1 (Transaction Server)] ENABLED
Study2 [Study2 - 127.0.0.1 (Transadion Server)] ENABLED

For the user ATL1 enable the Study1 and Study2 databases, and for ATL2 only Study2.

Database Access List

For each database, a user access list is maintained. This list is synchronized with the configuration
described abowe, but provides some more detail.

To see and edit the database access lists select the top DATABASE tab of the configuration then

the DB Access List button near the data source creation/removal. It shows a dialog window as
illustrated below.
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| BB PMOD CONFGURATION

vsert v B | - 4 v 7 [ sevesenings H

(B USERS |DCh DICOM [ DATABASE | [ onstan | =@ ATL

/ \

8 Swiy2 * 4 b T Edidatasourcename ¥ Dupicate dats source w* X Remove datazource DB Access List
|} [l mactve
(1 3 )58 Direct Conmaction

Datapase Connection | jobEasmy i

=) S0LBackup Fropeties H SaveS0LBackup i Restore S0L Bacap

|@8 ® Use Transackon Server (T5)

Por 204 FE( 127 o ] 1 4 SetLocalHest  EERIM ECHOTS
Secure =i O st
# Standalone cperation Werbose mode Save log License server E Save Standalone Script

Use private FLOAT DICOM rapresentaion far images Float abgects may be

o ne applications
Lise DICOM Study LID to match new images with gxissng Patiants A, May result in repeated patien

Isar! .|l Al Database ® it

m Aggregate Components  E3 Create Nosm

The DB Access UID contains the name of the PMOD user. The Computer column shows the
systems from which the user can access the database. If the "*" is shown, user access from all
client systems are allowed. It can be restricted by replacing * by a computer host name. A value of 0
in the Enabled column indicates that the user has no database access, whereas 1 indicates
enabled access. The Description is a convenience field which can be edited by the administrator for
commenting purposes. First login and Last login give some information about the activity of the

user.

HE, Database Access List Management X
Database permissions [5]:

| ™ DB Access UID Computer (* = any) Enabled Description First login Last login

| ATL_Manager a3 : | 2022-08-29 17.00:51.027 | 2022-08-29 17:10:41.504

| ATL2 * 1 2022-08-29 17:11:38.013 | 2022-08-29 17:12:44 626

ATL1 * 1 2022-08-29 17:01:06.482 | 2022-08-29 17:12:20.138

Edit Delete ¥ Get/Filter X Close

The Edit button serves for editing the selected access list entry as illustrated below. For instance,
by removing the Enabled check, the user ATL2 can be blocked from the selected database.
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2.2.7

2.3

serr v W O~ 4 v 7 [E Savesemings GO E]

(B users |ocn DICOM |l DATABASE | onswr |=3 atL

A sy ® 4 | T Ed¥data soursename ¥ Dupficate data source ¥ X Remove datasowce | DB Access List

¥ Cancel

Audit Trail Configuration

The last step for the audit log configuration is the assignment, where the audit log output is saved.
Select the ATL tab of the Users configuration window opened.

| B PracD CONRGURATON - o »
| Teart v B | = 1 7 I save Setngs u:

(B usERS |och DicoM | el DaTaBase |l onswn [SE ATL

\ =3 Change Pmot's Admin Passwor d (] Allow remote BdministEien

AugitLogto Files ® AudtLog lo Datasase. | RN AudR WEE )

e @ Aust v il \

H saw Client Starang Soipt

To use the database for the audit log select Audit Log to Database, and chose the prepared Audit
entry from the list of currently available databases. As an alternative, with the Audit Log to Files
configuration, the log information will be saved in to user-specific text files.

At this point only PMOD (not the transaction servers and DICOM server) should be restarted after
closing the Users configuration window with Ok and quitting the ToolBox.

Client Installation

The clients will run PMOD locally. In contrast to a standard PMOD installation, they will not use the
local properties, but retrieve the dedicated properties of the user at login.

If all the clients are homogeneous, i.e. using the same operating system, it is recommended setup a
single PMOD client installation on a share which can be reached by all clients and is mounted in the
same manner so that they can use the same starting script.
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If all the clients are not homogeneous, they require an individual setup because of the differing Java
environment.

Homogeneous Client Environment

Please proceed with the client configuration as described below. For the explanation it is assumed
that the installation is performed on the common share P:\ATL-Client.

In a first step install PMOD with a suitable Java environment.
On a PMOD Client system, start a PMOD installation from CD.
Point the installation directory to P:\ATL-Client.

1
2
3. Enable only the item PMOD Software, and disable all other items.
4. Complete the installation without importing properties.

5

Remowe all scripts in the Pmod4.4\Start directory

Note: Do NOT copy the license file to the client installation.

In a second step tailor the client starting script.

1. Copy the client starter script RunPmodClient.bat from the Start CLT directory on the server to
the P./ATL-Client/Pmod4.4/Start directory.

2. Then edit P./ATL-Client/Pmod4.4/Start /RunPmodClient.bat. The part which has to be edited is
the path of the installation as it will be seen from the client systems. Also, the maximal
allocated memory may be increased from 16000MB for example to 20GB (-Xmx20000M or -
Xmx20G) for a system with 24GB pf physical RAM available.
cd P:\ATL-Client\Pmod4.4\

.\Jjava\jre\bin\java -version
.\java\jre\bin\java -Xmx20000M -jar pmod.jar -LSC[5201Q@127.0.0.1]

Now the client script can be tested. After a certain time, the PMOD toolbox should appear.

Heterogeneous Client Environment

If the client systems hawe differing operating systems, a common installation is not possible. In this
case a local installation per client should be performed and configured as described above. The only
difference is that the common share path P:\ATL-Client is replaced by a local directory.
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3 Maintenance Operations

3.1 Stopping/Starting of the Servers

Server Stopping

To ensure proper shutdown each server should be stopped with Ctrl+C signal (closing terminal can
break onging operations). For instance, the DICOM server will continue until the last image of a data
transfer has been received.

If for maintenance reasons the servers have to be stopped the following order is recommended:

1. Stopping the DICOM sener and waiting for its termination, so that received images can yet be
announced to the database.

2. Stopping the study database transaction seners using Ctri+C.

3. Stopping the audit trail and license server.

Server Starting

After maintenance it is recommended to start the servers with the scripts in the Start_ATL folder in
the following order:

1. Start the audit trail and license senver.
2. Start the study database transaction senrers.

3. Start the DICOM senver.

3.2  Audit Trail Inspection

The audit trail can either be inspected from the ToolBox, or from the ATL tab of the Config Window.

| BB PMDD CONRGURATON _ O %
| Teart = W | = i 7 [ Save Setiings W

(@ users |och oicow | o oaveBase | onstan (SRS ATL

=3 Change Pmod's Admin Passwor d  [F] Allow remole administiation

=¢ | B Audn - »
e @ Audt w il

H saw Client Starang Soipt

In both cases there is a selection to switch between different Audit trail databases. For instance, an
institution could use annual Audit databases. For each year it would create a new database, and
then switch logging to this new database. With the switch above, the administrator can inspect the
current Audit database, but also the old ones.

The advantage of the Config window is that an Audit Log Statistics is available for the selected
Audit database:
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& pudit ¥ |nill

1 B Audit Log Statistics x
iA Name Value
| Audit Log eDBID len 96
| Audit Log details len 607
| Audit Log records 620
X Close

Audit Log

Activating the View Audit log button opens the Audit Log Management as illustrated below.

FR Audit Log Management =
At Trail Log (612
Moduse Level Operation Subject name Subject I ‘Complex DEID Details
PMCO SveTEN SETTINGS SAVED
MO SYSTEM SETTINGS DATABASE DATA SOURCE [Lang,_database_name__ 12344
PMOD SYSTEM SETTINGS DATABASE DATA SOURCE [Lang_database_name_ 12344
207 07.01:14 861 PMOD SYSTEM SETTINGS DATABASE DATA SOURCE [L
307 07.01:14.538 PMOD SYSTEM SETTINGS DATABASE DATA SOURCE [Long_
' PMOD SYSTEM SETTINGS DATABASE DATA SOURCE [Sludy2)
FMCD SYSTEM SETTINGS DATABASE DATA SOURCE [Study2]
PMOD SYSTEM SETTINGS DATABASE DATA SOURCE [StudyZ] = S04 Backup sulumall
SETTINGS DATABASE DATA SOURCE [Study1] = SOL Backup Day tims.
SETTINGS DATABASE DATA SOURCE [Studrt] = S04 Bachup Dayis) &
DM SETTINGS DATABASE DATA SOURCE [Studyt] » A Backup aulomati
ADMIN PASSWORD: AT
ATMIN START STARTED @ [192 168 0.83] Varsion: [4 40
ADMIN STaRT STARTED ¥ [192 188 0 83| Version: [4
ADMIN ExIT EXITED
ADMIN LOGOUT JATL_Manager LOGGED GUT
ADMIN SETTINGS SAED
508 ATL_Manager APPLICATION  START STARTED # [192 158.0.63] Version. [4 401], Build date. [2:
2022:08-06 171324 562 MAGE PHRIY Dy CPFEX bl <SHOMSIATL Long_datasase_n LOADED i ;
2022-09-05 17.19:06 428 SYSTEM \ ATL_Manager| LOGGED IN = by pasaword
20220006 SYSTEM JATL_Managef] ACCERTED
5 SYSTEM T ATL_Manager] LOGGED OUT
O Moo SYSTEM PASSWORD ACCEFTE
ATL_Manager USER TOOL APPLICATION  START prciass s pruserpluging plugins PUprogecTr
ADMIN FMOD SYSTEM LOGIN JATL_Manager| LOGGED IM = by password
ADMIN PMOD SYSTEM IATL_Manager| ACCEFTED
FMOD s STARTED ¥ (192158 0 63] Version: |4 401}, Build date: |
MO0 STARTED # (192,168 0.83) Yarsion 4401}, Build date. |
PMCO ¥
PMOO LOGGED OUuT
12-09-08 07 23:01 389 USER TOOL APPLICATION b pmusedplug hugins. PlpropedTracker nam;
2.08-08 072251 18 PMCD SYSTEM JATL 1] LOGGED IN= b
07.22.50 80 PMOD SYSTEM JATL 1] ACCEPTED
07.22:41.158 PMCO SYSTEM STARTED . [192.160.0.8)
PMOD SYSTEM STARTED #.[192 160.0.63] Version: [4.401], Buila dat
MO SYSTEM Lw-
Pare, et (AT anana | AEREn T
T GetiFiter 2t Remesn Sl Dpon T Image History {Letter) r' Il X Close

o Image History [Leter)

image History (4]

Print Reepont (Letier)
Print Repet (58]

Each relevant event generates one or more entries in the Audit log. For instance, when the VOI
statistics are saved the system sawes the VOI definitions also and logs this action. Similar, the
transformation is saved when matched image is saved. The details of a log entry can be seen by
double-clicking. The example below illustrates the entry of a data set which was created by setting
all pixel values below zero by zero.
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| e

| Audit Trail Log:

| Operation time | 2022-10-17 11:27:23.891

Computer | c[NBFAEQ1-JKS76M3.Intra.brir, corpli{f166e2e3-af23-4a20-b6fe-170bfc51d662]

UserfATL'l
Module | PVIEW

Level | IMAGE

Operation SAVE

Data source | Study2

Subjeci name | PKIN1
SubjectID f Dyn. CPFPX bolus & MRI
Series DBID | 101

Complex DBID | =4/101/0/*/Study2=

SAVED as Database
PKIN1 | CPFPX Bolus | Dynamic PET Orig Crop [Replace] =4/101/07/Study2=
Details

Audit Trail Report

The first task for creating a meaningful audit trail report is defining an appropriate filter so that only
relevant information will be listed. The filtering criteria can be changed with the Get/Filter button.
After setting the filter as in the example below, only the operations of user ATL1 in the Study2
database will be shown in the list.

3 Filter x

Operationtime | 2022 ||8 | |1 :|2022 |10 18 Bl =
Computer |
User |ATL1

Module

Level

Operation

Data source | Study2

Subject name

SubjectID
Series DBID

Details

| v Select *. Clear X Cancel

Once the list has been filtered, it can be printed as a report with the Print Report button, either with
the A4 or the Letter format. For reasons of performance, the maximum number of print pages is
restricted to 100.

Image History

When an IMAGE (Level) SAVE (Operation) event is selected in the list, the Image History button
becomes active. It can be selected to show the entire history of this saved data set, for example:
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Image History

No Operation Date Tool User
1 => | OAD 2022.08.31 131722 PVIEW ATL_Manager
2 == SAVE 2022.08.3113:17:40 PVIEW ATL_Manager
3 => USED BY 2022.08.31 13:42:31 PVIEW ATL_Manager
4 = | OAD 2022 10,17 11:25:25 PVIEW ATL1
5 REPLACE 20221017 11:25:33 PVIEW ATL1
B == SAVE 2022.10.17 11:27:21 PVIEW ATLA

Details | Replace Values if < 0.0 by value = 0.0, All volumes, All slices e
& Print

| X Close

The detail information of an operation can be seen in the Details area after clicking at an operation.
The Print button allows printing the history as a report wherein the operation details are listed.

3.3 Annual Maintenance

It is recommended to create a new, dedicated database and switch audit trail log to it each year.

3.4 Licenses Control

The license usage is available for inspection on the Users Configuration window, on the On start

tab:

-

USERS | 0CH DICOM | gty DATABASE ”ﬁ on Start ATL |

L Change License Server

[¥] Communication with www.pmod.com

PMOD Acceptance Test -

Layout:
Look & Feel:
Dual monitor:

Menu Bar & Drop Box position on screan;

b Get License Server Statistics

[¥] Redirect the Console information output to file: [~Pmed/system/logsipmsys log]

(] Block 3D functionality for terminal use (remote desktop)

(software update check, online documentation)

Docked application windows v 4

Cross Platform bt b

| | Center dialogs on the secondary screen

® Left O Right

| | Hide application bar on module aciivation

[_| start minimal

The activation of the Get License Server Statistics opens a dialog window similar to the one shown

below:
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Confirmation x

Do you want to clean up selected licenses?

Number of free licensas: 1

LIST OF USED LICENSES:
[Z] No. [IP | Lastuse ]
5 1 10.106.0.119 Fri Nov 01 14:31:19 CET 2019
2 10.106.0.132 Fri Nov 01 14:32:12 CET 2019 \
v Yes ¥ X No

This dialog window allows disconnecting one or all of the clients currently connected. To do so, in
the LIST OF USED LICENSES, select the entrie(s) based on the IP information and activate the Yes

button. The selected clients are disconnected from the license sener. A confirmation window will
display a successful operation.

Note: The client is only remowved from license pool, not killed instantly. So it can reconnect to
license server in few minutes if there are still spare licenses.
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4 Data Processing

From the data processing point of view there are only a few differences to the normal operation of
PMOD, which are explained below. Therefore, the user is referred to the standard User Guides for
the explanations of the PMOD functionality.

4.1 Starting the PMOD Client

On a client system PMOD is started for data processing by the script RunPmodClient as described
in the Client Installation[ 251 section.

When a PMOD client is started, the name of the current user is retrieved from the AD and one of the
following actions happens:

1. If the name of the user logged into the operating system is found in the PMOD user list as an
OS user name, PMOD starts automatically. In this case, no logout is possible, just exit of
PMOD.

2. If the AD user name is not found in the PMOD user list as an OS user name, the user has to
select among the users without OS association. Then he has to enter the correct password and
activate Accept Password.

AL e I—_—I - it

. & EMTER User [ ATL1 ] Password: X

PasswWord heessess

Accept Password <Enter> f_} Change password > Cancel

The Change password button in window can be employed for changing the user password.

3. [f there are no user names without OS association in PMOD, only the Config tool can be
opened by the administrator. In this case all PMOD tools remain disabled.

The PMOD dock looks similar to a standard PMOD installation. There is an indication in the PMOD
Status window, the mandatory log in and the presence of the Audit button (active or grayed out,
depending of the user configuration) which alerts the user that he is working in an ATL environment.
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4.2

4.3

T PMOD 5TATYS -+

N _ ; : —== —
= ALl - & @ Uconss D& WWW W (5 E-Mail 10 Support | r @
B+ ([Sis]| Loo [ capures

&S5

Company I[; 85868
Licensa 0: 17

Hsclaimar:
PRMOD 15 FOR RESEARCH USE OMLY (RUG).
PRIOD must not be used & : ament of patents

) 5 e MBS

H

Privacy Disclammer:

ﬁ

< 9 i K

The Audit button serves for starting the inspection of the Audit log. This button is only active if the
user has been assigned a corresponding right in the setugm.

The Configuration button allows starting the configuration of the PMOD ATL Senrer installation. It
will always require the administrator password, independent of the user who is logged in.

Note that log in to PMOD is disabled if logging to the audit trail database is not possible. In this case
only the the configuration tool can be opened by the PMOD administrator.

Data Processing

Data processing with an ATL client is exactly the same as with a standard PMOD instance except
for the following differences:

1. A user will not see all available databases, just the ones for which he has been authorized.
2. A user can not delete from database, unless he has been assigned this privilege.

3. All loading and saving operations in all PMOD tools are logged to the Audit Trail.
4

When image data are loaded from a database, the ImageHistory of these images are loaded as
well. New data processing steps are appended to this ImageHistory, so that there is a full data
processing record in the ImageHistory.

5. When image data are saved, the complete ImageHistory is automatically saved. Both operations
are recorded in the Audit Trail, so that the data transformations can be easily tracked and
reported.

6. When VOI statistics is performed and the result saved, the VOlIs are automatically saved.

DICOM Data Import

If DICOM data are available on a disk (flash disk, DVD, hard disk), they can easily be sent to the
DICOM server, which will add them to the Import database.
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Start the unified data loader and select the DICOM tab. Use the Change Folder button to browse
the file system to the directory where the data resides. If the data is organized as DICOM part 10
offline files, there will be a DICOMDIR file at the root of the directory tree which contains the image
access information. Please Select this directory and the image series on the device will be listed as
in the illustration below.

—
= TL Mansger s - I.;:.j B doal v == o | " W
BB+ || oaracase [ERCGN E HUTGOETELT
|| | ez @ /! T w—
A -
o] “ & Caange Fokder
D . Name Study I Seres Wk h vl sic) Senies | Study Description Study Date Frotcol No
e Pipsine1.01 £330 (] 2000 00.07 4
] Prgalinet 02 #1390 2006.09.07
Pl 1 03 330 (] 2006 09.07
. Pigalina Dd 230 ] 200609 07
Figaiing1 D
Tw s : i
Sty Mame
gg ¥ [oooedaaFDo DICOMSIIMAGEDDT 485800
=
=
E’ﬁ
[ =
| | § agd i Add an Infg
Selected for lnading (3]
Hama i %
o a1 153 24
L "‘F T ETORE Flade:
WOD ¥ A F 2
[
x
& sems x = .
Sice & Velume O Al a
'y View & | @ wan Operstions (B | nen CStore ! BER CuariRemn eve M Remove st B8

Select the image series you want to import in the list, and use the Add button to bring them to the
Selected for loading area. Use the DCM C-Store button to initiate sending of the images to the
DICOM senrver running on the ATL server machine. A dialog window appears for selecting the sending
target which should equal the proper node.

C-STORE Nodes

PMOD w s [ PMOD = 127.0.0.1:5030 ] FrnA

Start sending the images with the Send button. After the acknowledgment of a successful transfer
has appeared the images are available in the Import database.

4.4 Data Migration

The ATL_Manager will be in charge for moving the data from the Import database to the target
study database, in the example below Study2. This task can be done in two ways. Note that all of
these actions will be documented in the Audit log.

Moving Data in the Config Window (requires Administrator Password)

Start the Configuration utility and select the DATABASE tab. Make sure that the correct user
ATL_Manager is selected, and activate the Database Administration button.
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| EBa PMGD CONRGURATION

= [=] =
= ATLA B -5 auwe~ 4 b 7 [ savesenings P T ﬂ
B+ | users [ocn oicow [0 DATAEASE | I on stan | =@ ATL

| B
| [l
| 8 Import * 4 | T Edndalssourcs name ¥ Duplicate data source ¥ 3 Remove datasource DB Access List

un nacthe

[P} ) Use Direct Connection

1 pdbe:darty i

| ) 20L Backup Properies
@) W

Use Trans-ackon Server (T5]

e vatabase Administraon (B}

In the appearing Database Administration make sure that the Import database is selected. If it is

5 with axisting Patients

g Database Reports

s

4 seilociHost A ECHOTS

© step

H Zave Standalone Seript

License serer

sult

&) Avgregate Components <3 Craate Norm

not selected, activate the Components Administration tab, switch the database to Import, and the

select the Selected for:/replication/ .. tab.

Then select the subjects to mowve to the Study2 database, and activate Set as "Selected for
Loading". This brings all related images to the Selected for:/replication/ .. tab.

i FR Databa

Impon MIDBs ¥ Chear Fiter % Refresh Query
=
I=!
Pree: alacted senes
Sex Date of Birth
M
3 L)
Candiac FET & 3PECT 2022-08-31 13:16110.405 M 13T 0624
Mutimodaity PET & MR F022-08-21 131553795 M
4 Add 1o *Selected for lnading™ ) Dolate Subjectis) ¥ Creabs new Subject T3, Assign b Project | Group ¥ B0 Merge 21 Teuen
Sedies[1] @
| | subsectwame  stway Date Tima Saries Date Time Study Sertes Des Last Use Mad nt nz
| || Prus 2006 08 15 93843 F0O08.08 15 093843 Synthesc tyn FOG wih M for Riotion © Hion Test 2 Z 2022-08-31 13 PT 1 1
|
3 add A0 series - o |7
Selwcted tor. replication [ expartf DICOM C-Store [7] (Size of selected: 11 MB} | Components Administiabon
Subject Name Study Dase Tima Saries Date Time Study Description Series Descripton LN
53 8 15 3 2008.08 15 0% % 3 G with rection Test 2 11
131 5
1 L
1
S L1l
1
Siice ® Voluma ) A
o Check DB integrity
w8 Remove i ¥ Cancel
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In order to remove the data after being copied switch Replicate to to Move to.

Selected for. replication / export/ DICOM C-Store [7] (Size of selected: 11 MB) ]| Components Admil

| Subject Name Study Date Time Series Date Time Study Descri

PFUS3 2006.08.15 09:38:43 2006.08.15 09:33:43 | Syntheticdyn |
PFUS2 2006.03.15 14:00:00 14:00:00 | Corenistration
PFUS2 2005.11.07 11:5¢ ratior
PFUS1 2006.02.28 14:3 tRes
PFUS1 2006.04.10 17:4; EIBE Replicate fo v r

PFUS1 2006.04.10 173 i PET
PFUS1 2006.02.01 14: B NMove to PET

Sl Export DICOM
@ Export anonymized DICOM

peEn C-Store

Remove X Removeall [,

A dialog window appears for the specification of the target database. Make sure that the right Move
to database is selected, and then migrate the data with the Move data button.

I Database [Import] Move %

Move B8 Study2 v 40 |192.168.101.229(Trans&cllon Server)

[¥] Delete empty moved Patients  [#] Check if data files are successfully moved [] Overwrite existing series =

| E Move data || X Cancel

Replicating Data in the Viewing Tool

Data replication can also be done directly in the viewing tool PVIEW. There are two requirements:
the database Load page is configured and that the user has access rights to both databases and
that he is allowed to delete in the Import database.

On the database Load page select the Import database
Select the subject(s) to move to the Study2 database.

1
2
3. Activate Add to "Selected for Loading™ to prepare the images for replication.
4. Activate the Replicate button.

5

In the appearing Database[Import] Replication window select the target database Replicate
to Study2 and Start Replication. The replication is confirmed.

6. To clean up remowe the data from the Import database by the Delete Subject(s) button.
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5 Appendix

Transaction Servers

Audit Trail Log &
License Senrver

Import Database

Study Database 1 |Study Database 2

DB Name

Port

IP Address

Encryption

Users
(d = delete)

DICOM Server

Definition

Value

Application Entity Title

Port

IP Address

Encryption

User on USERS tab *)

Import Database

*) a user is required to define the saving behavior of the DICOM server.
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6 PMOD Disclaimer

PMOD is a software
FOR RESEARCH USE ONLY (RUO)
and must not be used for diagnosis or treatment of patients.
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7 PMOD Copyright Notice

Copyright © 1996-2022 PMOD Technologies LLC.
All rights reserved.

The PMOD software contains proprietary information of PMOD Technologies LLC; it is provided under
a license agreement containing restrictions on use and disclosure and is also protected by copyright
law. Reverse engineering of the software is prohibited.

Due to continued product development the program may change and no longer exactly correspond to
this document. The information and intellectual property contained herein is confidential between
PMOD Technologies LLC and the client and remains the exclusive property of PMOD Technologies
LLC. If you find any problems in the document, please report them to us in writing. PMOD
Technologies LLC does not warrant that this document is error-free.

No part of this publication may be reproduced, stored in a retrieval system, or transmitted in any
form or by any means, electronic, mechanical, photocopying, recording or otherwise without the prior
written permission of PMOD Technologies LLC.

PMOD Technologies LLC
Industriestrasse 26

8117 Fallanden
Switzerland
support@pmod.com
http://www.pmod.com
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